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Abstract: In practical reverse engineering, stripped and optimized binaries lack high-level semantics, hindering automated

function understanding. This paper adopts binary function name prediction as a benchmark to evaluate open-source large

language models (LLMs) for function-level semantic inference under realistic conditions. We systematically examine key factors

affecting performance, including the pretraining domain, model scale, architecture and optimization settings, prompting, and

contextual information. Experiments on a large-scale multi-project binary dataset reveal clear limitations in recovering function

semantics from stripped binaries. Code-oriented LLMs consistently outperform general-purpose models, while increasing the

model size alone does not yield monotonic gains. We further show that realistically recoverable contextual signals, especially

structurally recoverable cross-function contexts, substantially mitigate semantic sparsity and improve prediction quality. These

results delineate current capability boundaries of LLM-based binary semantic understanding and suggest future directions in

contextual modeling and domain-adaptive techniques for practical reverse engineering.
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1 Introduction

Reverse engineering (RE) plays a fundamental role in soft-

ware security research and serves as a critical technical founda-

tion for key tasks such as malware analysis (Han et al., 2013),

vulnerability discovery (Tian et al., 2020), and program under-

standing (Xia et al., 2021). In a typical RE workflow, analysts

begin with binary executables and infer a program’s internal

logic and high-level semantics through instruction analysis, as

well as control-flow and data-flow analyses. In real-world sce-

narios, however, binary programs are often stripped of symbol

information due to intellectual property protection (Meng and

Miller, 2016) or obfuscation techniques (Patrick-Evans et al.,

2020). Consequently, critical semantic cues—including type in-
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formation, control structures, and meaningful identifiers—are

difficult to recover directly. Under such semantically sparse

conditions, RE relies heavily on manual expertise, making it

labor-intensive and raising the barrier to entry.

To alleviate these challenges, researchers have increas-

ingly introduced machine learning and deep learning (DL)

techniques to support RE-related tasks, such as malware clas-

sification (Song et al., 2025), vulnerability detection (Harzevili

et al., 2023), and function identification (Shin et al., 2015).

However, most existing approaches still rely heavily on hand-

crafted features or task-specific model architectures, which lim-

its their ability to generalize across diverse programs, compiler

configurations, and instruction set architectures (ISAs).

In recent years, the rapid advancement of large language

models (LLMs) has opened new opportunities for RE research.

Pretrained on large-scale natural language and source code

corpora, LLMs have demonstrated strong contextual modeling

and semantic abstraction capabilities that align with the core

objective of RE—inferring high-level semantics from low-level

program representations (Hu et al., 2025). Prior studies have

also shown that incorporating LLMs into automated RE work-

flows can improve analysis efficiency and reduce manual effort

(Boronat and Mustafa, 2025).

Against this backdrop, binary function name prediction
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has emerged as a representative task for evaluating automated

RE techniques. In the absence of symbol information, this

task examines whether a model can extract stable semantic

cues from decompiled low-level representations and generate a

high-level function name that reflects the underlying function-

ality. As such, it is widely used as a benchmark for assessing

a model’s capability in binary semantic recovery. Accord-

ingly, this work investigates the following research question:

under symbol-stripped (but non-obfuscated) binary settings

with diverse compilation configurations, what are the capabil-

ity boundaries of mainstream open-source LLMs in recovering

function-level semantics?

Rather than introducing another task-specific architec-

ture, we contribute a methodological study: a unified and real-

istic evaluation framework for binary function name prediction

that decouples inference from evaluation and systematically

stress-tests modern open-source LLMs under practical RE con-

ditions, e.g., symbol stripping, diverse ISAs, and compiler opti-

mizations. Building on this framework, we conduct controlled

analyses of contextual variables, e.g., call-graph structure, im-

ported application programming interfaces (APIs), and oracle

symbolic cues, and distill actionable insights for designing re-

liable LLM-assisted RE pipelines.

Our main contributions are as follows:

1. We propose a unified evaluation framework for bi-

nary function name prediction under realistic RE settings, en-

compassing multiple projects, ISAs, compiler optimization lev-

els, and symbol/debug configurations, which enables fair and

systematic comparisons between general-purpose and code-

oriented LLMs.

2. We conduct a comprehensive evaluation of representa-

tive open-source LLMs and analyze the impact of key factors,

including the pretraining domain, model scale, input length,

ISA, and compiler optimization, to characterize their perfor-

mance profiles and capability boundaries.

3. We perform controlled analyses of different contextual

signals, distinguishing realistically recoverable stripped-binary

cues from oracle symbolic cues, and show that a structurally

recoverable cross-function context is particularly effective in

alleviating semantic sparsity.

2 Motivation

Although LLMs have achieved notable success in natural

language and source-code understanding tasks, their effective-

ness in practical binary analysis remains limited. Decompiled

binaries differ substantially from the training data of LLMs in

both representation and available semantic cues, while addi-

tional variability introduced by different compilers, optimiza-

tion strategies, and ISAs further complicates model general-

ization. Consequently, the performance results obtained under

a single experimental configuration provide only a partial view

of practical reliability, motivating a systematic evaluation of

LLM capability boundaries across realistic RE settings.

Previous work (Shang et al., 2024) has explored the ap-

plication of LLMs to binary analysis tasks such as function

name recovery and binary summarization, demonstrating pre-

liminary feasibility. However, feasibility alone is insufficient

for practical RE, where robustness under symbol stripping,

varying compiler optimization levels, cross-architecture set-

tings, and sensitivity to contextual information are of primary

concern. Accordingly, this study focuses on delineating the ca-

pability boundaries of LLMs in realistic RE environments and

adopts a unified evaluation protocol with standardized inputs

and inference procedures (Fig. 1).

We adopt a two-stage evaluation protocol that strictly

decouples model inference (S1) from result evaluation (S2). In

S1, the model is provided only with decompiled pseudocode

obtained from symbol-stripped binaries, whereas ground-truth

function names are used exclusively in S2 for metric computa-

tion. Each evaluation sample is defined at the function level

and consists of a single decompiled function paired with its cor-

responding ground-truth name. Formally, a function instance

is represented as a pair (x, y), where x denotes the decompiled

pseudocode after symbol stripping and y denotes the corre-

sponding ground-truth function name. Given a model M and

a unified prompt template P (·), the predicted function name

is defined as

ŷ = M(P (x)).

Automatic evaluation metrics m(ŷ, y) are computed solely

based on the predicted name ŷ and the reference label y. Under

this unified setting, zero-shot inference on stripped pseudocode

serves as the default baseline. Building on this baseline, we

systematically vary key factors, including compilation config-

urations and contextual information, to analyze the stability

of model performance and the shifts in their capability bound-

aries under realistic RE conditions.

Within this unified evaluation framework, we do not draw

conclusions solely from the overall performance under a single

experimental setting. Instead, we explicitly incorporate major
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Fig. 1 Overview of the function name prediction workflow
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sources of semantic distortion that commonly arise in prac-

tical RE as evaluation dimensions, including the pretraining

domain, model scale, decompiled pseudocode length, ISA, and

compiler optimization level. By conducting conditional analy-

ses along these dimensions, we systematically examine the sta-

bility regimes of model behaviors under diverse environmental

constraints, thereby characterizing performance profiles in re-

alistic binary settings rather than limiting the discussion to a

coarse notion of feasibility.

To address the pervasive issue of semantic sparsity in

binary analysis, we further treat contextual cues as control-

lable analytical variables and conduct a layered investigation

of their effects. Prior studies (Shang et al., 2024) have shown

that richer residual symbolic information in pseudocode, such

as preserved strings or identifiers, often correlates with im-

proved performance in function name recovery. However,

such correlation-based observations, which rely on informa-

tion already present in the input, do not clarify which types

of structured information should be prioritized when symbols

are largely absent.

To this end, while keeping the model, prompt, and in-

ference settings fixed, we incrementally introduce contextual

information at different semantic levels, distinguishing realisti-

cally recoverable stripped-binary signals from oracle symbolic

cues, and quantitatively compare their contributions through

controlled experiments. This design helps disentangle whether

performance bottlenecks stem primarily from limitations in

reasoning capability or from insufficient semantic input, and

further highlights the importance of a structurally recoverable

cross-function context in mitigating semantic sparsity.

3 Evaluation design

3.1 Dataset

To improve domain coverage and diversify function se-

mantics, we select eight real-world open-source projects from

GitHub (GitHub, 2008), covering a wide range of application

domains, including system utilities, network communication,

and cryptography. To ensure data quality and reduce noise, we

filter out compiler-generated functions, functions that fail to

be decompiled, and duplicate samples. The resulting dataset

comprises 49 935 function instances. Detailed statistics of the

selected projects are provided in Section 1.1 of the supplemen-

tary materials (Table S1).

As illustrated in Fig. 2, the dataset construction pipeline

consists of six main steps: (1) Source code is collected from

GitHub and compiled into binary executables with debug-

ging information under multiple ISAs (x86/x64, ARM, and

MIPS) and compiler optimization levels (O0–O3). (2) Sym-

bol tables are parsed from the unstripped binaries to extract

ground-truth function names and their corresponding entry

addresses. (3) The binaries are then stripped using standard

architecture-specific strip tools (e.g., strip, aarch64-linux-gnu-

strip, arm-linux-gnueabi-strip, and mipsel-linux-gnu-strip) to

remove debugging information and most symbol information

(including function and variable names), simulating realistic

RE scenarios. Note that externally visible symbols required for

dynamic linking (e.g., imported library functions) may remain

after stripping, as is typical in real-world stripped binaries.

(4) The stripped binaries are decompiled using Ghidra (ver-

sion 10.1.5) in a headless batch-processing setting. Automatic

analysis is enabled, and a custom Ghidra script is used to re-

cover function boundaries, collect entry addresses, and invoke

the built-in decompiler to export function-level pseudocode.

No manual intervention is involved in this process. (5) Decom-

piled functions are aligned with their ground-truth function

names based on entry addresses. (6) The matched function

instances are aggregated to form the final dataset for binary

function name prediction. To prevent target-name leakage

in settings involving unstripped or debug-derived information,

the original name of the target function is explicitly masked

in the model input, including the function signature, recursive

self-calls, and any direct textual references, by replacing it with

an address-based placeholder.
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Fig. 2 Overview of the dataset construction pipeline

3.2 Setup of LLMs

We evaluate a set of representative open-source

LLMs spanning general-purpose and code-specialized fami-

lies. The general-purpose models include Qwen2.5 (7B/72B),

LLaMA 3.1 (8B/70B), and GLM-4 (9B). The code-oriented

models include Qwen2.5-Coder (0.5B/3B/7B/14B/32B),

DeepSeek-Coder-V2 (16B), StarCoder2 (7B), and CodeGeeX4

(9B).

Model selection follows four criteria: (1) strong empirical

performance on widely adopted benchmarks; (2) pretraining

on large-scale, high-quality corpora with demonstrated code

understanding capabilities; (3) coverage of a broad parameter

range to examine the trade-off between model capability and

computational efficiency; (4) support for local deployment, en-

abling fully offline and reproducible evaluation. Detailed model

configurations are provided in Section 2.1 of the supplementary

materials (Table S4).

Due to limitations in model context windows and the

practical length of decompiled functions, we set the maximum

input length to 16 384 tokens to balance input completeness

with GPU memory consumption and inference efficiency; in-

puts exceeding this limit are truncated. In this setting, we

adopt a uniform truncation strategy across all models rather

than performing region-specific selection, to ensure consistency

and avoid introducing additional bias. While different regions

of a function (such as the function header, initial basic blocks,

or later segments) encode distinct types of semantic informa-

tion, truncation may inevitably discard part of the contex-

tual information. Nevertheless, all models are evaluated under

the same input constraint and on the same dataset, ensuring

consistent evaluation conditions across models and settings.
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Developing more effective context-preserving strategies (such

as token compression or semantic-aware input reduction) while

maintaining semantic fidelity, remains a promising direction for

future work.

To control generation stochasticity, the temperature pa-

rameter is uniformly set to 0.4 for all models. Temperature is a

standard decoding parameter that controls the randomness of

token sampling, where lower values lead to more deterministic

outputs and higher values increase diversity (OpenAI, 2023).

Prior work has shown the usefulness of stochastic decoding for

tasks with multiple valid outputs (Chen et al., 2021). Given

that function name prediction may admit multiple semantically

valid names (e.g., verify vs. validate), we adopt a moderate

temperature as a conservative trade-off between lexical flexi-

bility and output stability. For the function name prediction

task, the maximum number of generated tokens is fixed at 128,

and all remaining inference hyperparameters follow the official

default recommendations. All models are evaluated under the

same decoding configuration to ensure a fair comparison.

To quantify the variance introduced by stochastic decod-

ing, we additionally repeat the evaluation on the fixed bench-

mark subset with multiple decoding seeds for representative

models, while keeping all other settings unchanged. The corre-

sponding mean F1, standard deviation, and 95% confidence

intervals are reported in Section 2.2 of the supplementary

materials (Table S5). Model weights are obtained from the

Hugging Face platform (Hugging Face, 2016), and deployed

locally using vLLM (vLLM Project, 2023).

3.3 Experimental setup

All experiments are conducted on a server equipped with

eight NVIDIA GeForce RTX 4090 GPUs (24 GB memory per

GPU, 192 GB in total) and a 32-core AMD EPYC CPU.

The software environment runs on Ubuntu 22.04 LTS, with

NVIDIA driver version 560.35.03 and CUDA 12.6. All exper-

iments are executed in a Python 3.10 environment, primarily

using PyTorch 2.6.0 and the Transformers library (v4.46.2).

Model deployment and inference are performed using vLLM

Docker (v0.6.5). Binary decompilation and pseudocode gener-

ation are carried out using Ghidra (v10.1.5).

All LLMs are evaluated under a zero-shot setting, without

any fine-tuning or additional training. This setup ensures that

the experimental results faithfully reflect the models’ intrinsic

semantic reasoning capabilities, rather than performance gains

introduced by task-specific adaptation.

3.4 Metrics

In code elements such as variables, methods, and classes,

highly descriptive names are crucial for improving readability

and maintainability (Høst and Østvold, 2009; Allamanis et al.,

2015). Among these, method naming is particularly challeng-

ing because a name is expected to concisely (often with only

a few tokens) yet accurately convey the underlying functional

semantics (Lawrie et al., 2006). As summarized in Section 3.1

of the supplementary materials (Table S6), prior studies on

this task predominantly adopt token-level automatic evalua-

tion metrics, including Precision, Recall, and F1 score, while

some works additionally consider ROUGE-based metrics or

manual assessment.

Following prior studies (Gao et al., 2021; Shang et al.,

2024), we adopt token-level Precision, Recall, and F1 score

as our primary evaluation metrics. Specifically, both the pre-

dicted function name and the reference name are normalized

by (1) removing non-alphabetic characters, (2) converting all

tokens to lowercase, (3) treating names as unordered token

sets, and (4) removing duplicate tokens. The metrics are then

computed based on the resulting normalized token sets.

This evaluation strategy may not fully capture semantic

equivalence expressed via different lexical choices (e.g., verify

vs. validate) or common naming variants (e.g., initialize vs.

init). As illustrated by the representative examples in Section

5.1 of the supplementary materials (Table S10), many pre-

dictions preserve the core functional semantics despite minor

lexical differences. Therefore, the reported scores should be

interpreted as conservative estimates of the models’ seman-

tic prediction capability. This also suggests that top-k and

semantic-level evaluation can provide a more comprehensive

assessment beyond strict token-level matching. Accordingly,

we supplement the main token-level results with additional

top-k and semantic-oriented evaluations in Section 3 of the

supplementary materials.

4 Results

This section presents a systematic evaluation of LLMs on

the binary function name prediction task, aiming to character-

ize their performance boundaries under realistic RE conditions.

We analyze the impact of several key factors on model per-

formance, including the pretraining domain and model scale,

pseudocode length, ISA, compiler optimization level, prompt

design, and availability of contextual information. These fac-

tors correspond to the following research questions:

RQ1: How do the pretraining domain and model scale

influence performance on binary function name prediction?

RQ2: How does decompiled pseudocode length affect the

predictive capability of LLMs?

RQ3: How does performance vary across different ISAs

and compiler optimization levels?

RQ4: What is the impact of prompt design strategies on

model performance?

RQ5: How does contextual information affect the ability

of LLMs to recover function-level semantics?

4.1 Model domain and scale

To evaluate the impact of the model domain and pa-

rameter scale on binary function name prediction, we con-

duct a unified evaluation of both general-purpose LLMs and

code-oriented LLMs under two input settings: unstripped and

stripped. We include representative DL-based methods, in-

cluding Nero (David et al., 2020) and BContext2Name (Xia

et al., 2023), as reference points for comparison. For the

DL-based baselines, we evaluate implementations reproduced

according to the methodologies described in the original pub-

lications. No additional retraining is performed in this work.

Since these models are not trained under the unified experi-

mental protocol adopted in this study, the reported results are
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presented as reference results rather than strictly comparable

baselines.

The dataset is constructed following the procedure de-

scribed in Section 3.1 and contains 49 935 cleaned function

instances after removing compiler-generated functions, dupli-

cate samples, and functions that fail to be decompiled. These

instances are collected from eight projects under multiple com-

pilation configurations, including different ISAs and optimiza-

tion levels (Tables S1 and S2). During evaluation, we construct

a fixed subset by selecting 200 functions from each project

(1600 in total), where each sample is drawn from a unified

pool that aggregates functions compiled under diverse archi-

tectures and optimization settings. As a result, the subset

naturally includes a mixture of compilation configurations and

preserves the inherent distribution of the dataset while ensur-

ing balanced contributions across projects. Moreover, since the

dataset contains semantically related function variants gener-

ated under different compilation configurations, the resulting

subset captures both project-level diversity and compilation-

induced variability. No model fine-tuning or task-specific train-

ing is performed. The experimental results are summarized in

Table 1. To verify that the reported trends are not an artifact

of a single fixed subset, we further repeat the evaluation on

multiple project-balanced random subsets sampled from the

full function pool. The corresponding seeds, standard devia-

tions, and 95% confidence intervals are reported in Section 1.2

of the supplementary materials (Table S3).

The experimental results indicate that pretraining domain

has a pronounced impact on binary function name prediction

performance. Under both the unstripped and stripped pseu-

docode settings, most code-oriented LLMs outperform general-

purpose LLMs of comparable scales and exhibit more consis-

tent behaviors across different parameter sizes. Specifically,

in the unstripped setting, code-oriented models achieve F1

scores primarily in the 29.2%–34.6% range, whereas general-

purpose models concentrate around 27.3%–32.5%. Under the

more challenging stripped setting, the performance gap fur-

ther widens, with code models showing stronger robustness

in both Precision and Recall. This trend is consistent with

prior findings (Guo et al., 2020), suggesting that pretraining

on large-scale code corpora facilitates learning structural and

semantic regularities of programs, thereby improving model

understanding of code.

Compared with the evaluated DL-based reference meth-

ods, LLMs achieve consistently higher scores on the sampled

benchmark. The DL-based reference results also illustrate the

difficulty of binary function name prediction under realistic

stripped-binary conditions. This advantage may be attributed

to the richer semantic knowledge acquired during large-scale

pretraining, which better supports zero-shot binary function

name prediction.

Model scaling does not yield a monotonic performance

improvement in our experiments. For general-purpose LLMs,

increasing Qwen2.5 from 7B to 72B brings only modest gains,

and the gap between LLaMA-3.1:8B and LLaMA-3.1:70B

is similarly limited. This trend is even more evident for

code-oriented models: Under the stripped setting, Qwen2.5-

Coder:7B outperforms the larger 14B and 32B variants, indi-

cating a non-monotonic relationship between parameter count

and accuracy. While classical scaling laws suggest that per-

formance is often improved with model size, our results imply

that, in cross-domain scenarios with substantial distribution

mismatch between pretraining data and binary decompilation

inputs, larger models do not necessarily confer consistent ben-

efits (Kaplan et al., 2020).

In addition, StarCoder2:7B performs markedly poorly on

this task, achieving an F1 score of about 1%. One possible

explanation is that its pretraining data predominantly consist

of high-level source code, providing limited exposure to lower-

level program representations or decompiled pseudocode. As a

result, the model may fail to learn the structural and semantic

patterns required to generalize effectively to decompiled pseu-

docode inputs. Given the use of stochastic decoding and strict

token-level evaluation, small differences in F1 scores should be

interpreted with caution, particularly when comparing closely

performing models or configurations.

Answer to RQ1: Code-oriented models outperform

general-purpose models, highlighting the pretraining domain

as the key driver. Performance is limited less by model scale

than by cross-domain semantic misalignment.

Table 1 Performance comparison of evaluated methods on binary function name prediction

Domain Model
Unstripped Stripped

Precision (%) Recall (%) F1 (%) Precision (%) Recall (%) F1 (%)

General-purpose LLMs

Qwen2.5:72B 28.89 32.75 30.70 14.53 16.35 15.39
Qwen2.5:7B 26.78 27.88 27.32 13.84 14.08 13.95
LLaMA-3.1:8B 31.21 30.21 30.70 15.71 14.93 15.31
LLaMA-3.1:70B 30.83 34.30 32.47 15.90 17.70 16.75

GLM4:9B 25.17 30.24 27.47 11.64 13.68 12.58

Code-oriented LLMs

Qwen2.5-Coder:0.5B 14.90 13.56 14.20 6.29 5.10 5.63
Qwen2.5-Coder:3B 30.72 32.14 31.41 14.27 14.43 14.35
Qwen2.5-Coder:7B 32.34 37.24 34.62 16.17 17.99 17.03

Qwen2.5-Coder:14B 28.49 31.51 29.92 13.54 15.08 14.27
Qwen2.5-Coder:32B 29.50 35.39 32.18 13.98 16.42 15.10
DeepSeek-Coder-V2:16B 23.33 17.28 19.85 6.44 4.16 5.05
StarCoder2:7B 1.03 2.05 1.38 0.56 1.39 0.80
CodeGeeX4:9B 26.76 32.19 29.22 13.09 15.41 14.16

DL-based
Nero – – – 3.84 3.52 3.67
BContext2Name – – – 5.32 6.32 5.78

The best results in each domain are in bold
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4.2 Pseudocode length

To analyze the impact of input length on model perfor-

mance, we conduct evaluations under the stripped pseudocode

setting by partitioning the inputs into multiple intervals based

on pseudocode length. Both general-purpose and code-oriented

models are evaluated across these length ranges. Fig. 3 illus-

trates the variation in the F1 score as a function of input length

for different models.

The results demonstrate that pseudocode length has a

substantial impact on model performance. Across all mod-

els, shorter inputs (0–500 characters) generally yield higher

F1 scores than longer inputs. This span often contains the

function header and early body statements, where parameters,

salient local variables, and partial type cues are concentrated,

providing information-rich cues for inferring overall function-

ality. As the pseudocode length increases, the overall F1 score

tends to decline and the performance becomes less stable. In

practice, such outputs typically include empty predictions, de-

generate repetitions, overly generic names, and over-generated

outputs containing unnecessary or weakly related tokens; rep-

resentative examples are provided in Section 5.3 of the sup-

plementary materials (Table S12). This trend suggests that

additional control-flow expansions and implementation-level

details in long pseudocode inputs frequently introduce lim-

ited discriminative evidence for naming, while substantially

increasing contextual complexity, ultimately impairing predic-

tion quality.

In cross-model comparisons, code-specialized models ex-

hibit greater robustness under long pseudocode inputs. For

instance, Qwen2.5-Coder:3B maintains relatively stable F1

scores across multiple long-length bins, whereas general-

purpose models (e.g., LLaMA-3.1:70B) show a more pro-

nounced performance drop as input length increases. Notably,

smaller models occasionally outperform larger ones in certain

long-input regimes, further indicating that parameter count is

not the primary determinant of long-context performance in

this task.

Overall, pseudocode length is a key factor affecting bi-

nary function name prediction performance. Excessively long

pseudocode often introduces substantial information that is

weakly related to the function’s high-level intent, such as

expanded control-flow structures, repeated computations and

error-handling routines, as well as intermediate variables and

redundant statements introduced by decompilation. When

such additions do not provide commensurate discriminative

cues for naming, they substantially increase the modeling bur-

den, leading to clear performance degradation and, in some

cases, unstable outputs or degenerate predictions (i.e., output

collapse).

Answer to RQ2: Excessively long pseudocode degrades

performance. Code-oriented models are more robust to long

inputs, indicating that pretraining-domain alignment matters

more than model scale.

4.3 Architecture and optimization

Different ISAs and compiler optimization strategies can

substantially alter the structural and semantic characteristics

of binary code. To analyze their impact, we select a representa-

tive code-oriented model (Qwen2.5-Coder:7B) and a represen-

tative general-purpose model (LLaMA-3.1:8B), and evaluate

their performance under the stripped setting across multiple

ISAs (x86, x64, ARM, and MIPS) and compiler optimization

levels (O0–O3). The experimental results are presented in

Fig. 4.

Overall, the effects of ISA and compiler optimization level

on model performance are not independent; instead, they ex-

hibit a clear coupling effect. Under low optimization levels (O0

and O1), both models achieve their highest F1 scores on the

x86 architecture. However, at the O2 optimization level, the

performance on x86 degrades noticeably, followed by a partial

recovery under O3.

From the perspective of compiler behavior, O2 optimiza-

tion, which is widely adopted in embedded and IoT scenarios,

typically aims to balance execution efficiency and code size.

Techniques such as function inlining, dead-code elimination,

and control-flow restructuring substantially compress function

boundaries and high-level semantic structures, thereby reduc-

ing the availability of function-level discriminative cues for

the models. In contrast, O3 introduces aggressive optimiza-

tions such as loop unrolling and vectorization, which partially

re-expose certain computation patterns and, to some extent,

mitigate the negative impact of semantic compression observed
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at the O2 stage. Representative examples of prediction differ-

ences under varying compiler optimization levels are provided

in Section 5.4 of the supplementary materials (Table S13).

By comparison, the MIPS architecture exhibits more reg-

ular instruction formats and control-flow structures. As a re-

sult, function-level structures are less disrupted across different

optimization levels, leading to more stable and consistently ob-

servable semantic features in the decompiled pseudocode and,

consequently, smaller performance fluctuations. Representa-

tive examples illustrating prediction variations across different

ISAs are provided in Section 5.5 of the supplementary materi-

als (Table S14).

Cross-model comparisons further indicate that code-

oriented models exhibit higher robustness under cross-

architecture and high-optimization settings. Specifically,

Qwen2.5-Coder shows substantially smaller F1 fluctuations

across all architectures and optimization levels than LLaMA-

3.1, with particularly pronounced advantages on x64 and ARM

under O2 and O3. These results suggest that structured code

patterns learned during code-centric pretraining help mitigate

semantic distortion introduced by architectural differences and

aggressive compiler optimizations, thereby improving robust-

ness in complex compilation scenarios.

Answer to RQ3: Higher optimization generally degrades

semantic recovery. Code-oriented models are more stable

across architectures and optimizations, suggesting that the

pretraining domain contributes more to robustness than model

scale.

4.4 Prompt type

Prompt engineering guides models’ understanding of task

objectives and reasoning processes, and the degree of prompt

structure can directly influence model behaviors. To system-

atically analyze the impact of prompt design on binary func-

tion name prediction, we consider three representative prompt

paradigms: zero-shot prompting, few-shot prompting, and

chain-of-thought (CoT) prompting. In the zero-shot setting,

the model is provided only with the decompiled pseudocode

of a stripped binary and is instructed to directly output a

single snake_case function name without any example or ad-

ditional guidance. In the few-shot setting, several example

pairs of decompiled pseudocode and their corresponding func-

tion names are included in the prompt before the target func-

tion to provide task-specific guidance through demonstration.

In the CoT setting, the model is explicitly instructed to per-

form structured intermediate reasoning (e.g., analyzing input

parameters, control-flow structure, and return semantics) be-

fore outputting a single final function name. Representative

prompt examples are provided in Section 4 of the supplemen-

tary materials (Fig. S1).

Based on the above prompt designs, we conduct a unified

evaluation on the general-purpose model LLaMA-3.1:8B and

the code-oriented model Qwen2.5-Coder:7B. The experimental

results are presented in Fig. 5.

The results indicate that the effectiveness of prompt

paradigms is strongly dependent on the model’s pretraining

domain. For the code-oriented model Qwen2.5-Coder:7B, in-

corporating CoT prompts yields a consistent yet modest per-

formance improvement, with the F1 score increasing from

13.3% under the zero-shot setting to 14.1%. This suggests

that explicit step-by-step reasoning can help code-specialized

models better organize control-flow and operational semantics

in decompiled pseudocode, thereby supporting function-level

semantic inference.

In contrast, the general-purpose model LLaMA-3.1:8B

does not benefit from either few-shot or CoT prompting; its

best performance is achieved under the zero-shot setting. This

suggests that, for models primarily pretrained on natural lan-

guage corpora, additional reasoning-oriented prompts may be

poorly aligned with the semantics of decompiled pseudocode

and can even interfere with modeling function behaviors. Al-

though prior work has shown that few-shot prompting can

be effective for certain natural language tasks (Bhattacharya

et al., 2023), this paradigm does not translate into measur-

able gains in the highly domain-specific setting of binary pseu-

docode analysis.

Overall, while prompt design can influence model behav-

ior to some extent, the resulting performance gains in this task

remain limited, with F1 scores below 15% across all prompt

configurations. These results indicate that prompt engineer-

ing alone is insufficient to effectively bridge the gap between

decompiled pseudocode and high-level function semantics.
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Answer to RQ4: Code-oriented LLMs obtain modest

gains from CoT prompting, whereas general-purpose LLMs

may degrade under more elaborate prompts; therefore, prompt

design is unlikely to be the primary performance bottleneck for

this task.

4.5 Context separation

To avoid conflating practically available stripped-binary

signals with unrealistically preserved symbolic information, we

explicitly distinguish realistic stripped-binary context from or-

acle context. The realistic stripped-binary context refers to

signals that may remain available after stripping, whereas the

oracle context refers to symbolic information that is accessible

only in unstripped binaries or via debugging information.

Based on this distinction, we construct three supplemen-

tary input settings on top of the stripped pseudocode baseline:

Cp = {P},

Cr = {P,RealisticContext},

Co = {P,OracleContext},

where P denotes the decompiled function-level pseudocode

obtained from stripped binaries after target-name masking.

RealisticContext includes practically available stripped-binary

signals, such as imported API names, string literals, constants,

call-graph topology, and coarse decompiler-recovered type-like

cues, whereas OracleContext includes original variable names

and internal function names obtained from unstripped bina-

ries or debugging information. To further clarify the con-

tribution of major realistic signals, we perform a lightweight

ablation over three representative components: imported API

names, string literals, and call-graph topology (Table 2). In

the realistic-context setting, imported external function names

are retained as they are, while internal callees are anonymized

with address-based placeholders. In all settings, the target

function name is excluded or masked wherever it may directly

appear, including the function signature, recursive self-calls,

and contextual fields, to prevent direct target-name leakage.

As shown in Table 2, all contextual settings improve

the performance over the pseudocode-only baseline, indicating

that additional semantic signals are beneficial under stripped-

binary conditions. Among the representative realistic signals,

Table 2 Function name prediction performance under dif-

ferent context settings on the sampled subset

Model
F1 score (%)

P P+API P+Str P+Topo P+R P+O

LLaMA-3.1:8B 15.20 16.30 15.90 17.00 17.40 22.52
Qwen2.5-Coder:7B 17.10 18.40 17.90 19.70 20.80 29.10

P denotes pseudocode only. P+API, P+Str, and P+Topo denote pseu-

docode augmented with imported API names, string literals, and call-graph

topology, respectively. P+R denotes pseudocode plus realistic stripped-

binary context, and P+O denotes pseudocode plus oracle context

call-graph topology provides the strongest and most consis-

tent gains for both models, while imported API names also

yield stable improvements and string literals offer smaller but

still useful complementary cues. When combined as realistic

stripped-binary context, these signals further improve perfor-

mance beyond any single component, showing that practically

available cues provide complementary semantics. The oracle

context yields the largest gains overall, indicating that the

original variable names and internal symbolic names still pro-

vide substantially richer semantic guidance than realistically

recoverable stripped-binary cues. Moreover, the code-oriented

model benefits more strongly from both realistic and oracle

contexts, suggesting stronger robustness in integrating struc-

tured program-level semantic information.

Answer to RQ5: The realistic stripped-binary context

improves performance, while the oracle context yields further

gains and should be viewed only as an upper bound.

5 Discussion

Based on the experimental findings, we discuss the

broader implications, limitations, and future directions of this

work.

1. Limitations of prompt-based approaches: The prompt

designs adopted in this study are intended to compare differ-

ent prompting paradigms rather than to inject structural pri-

ors tightly coupled with binary semantics. Under this setting,

models rely primarily on decompiled pseudocode, which limits

the effectiveness of prompt engineering by the semantic spar-

sity of the input itself. Our supplementary context-separation

analysis further shows that realistically available stripped-
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binary signals can already improve performance, while oracle

symbolic signals provide additional gains but should be inter-

preted only as an upper bound. These findings suggest that

the main bottleneck lies in insufficient semantic information

rather than in the prompting strategy alone. Overall, prompt

engineering can help guide inference, but it cannot substitute

for explicit, structured semantic signals in binary semantic

understanding.

2. Challenges of fine-tuning models for decompiled bi-

nary semantics: A substantial body of work on fine-tuning

large code models has primarily been conducted around high-

level source code, where training and adaptation rely on well-

formed syntax, explicit identifiers, and clear semantic bound-

aries. While such approaches have achieved strong results in

source-code understanding, the learned semantic distribution

fundamentally differs from that of decompiled binaries. In

contrast, prior work (Tan et al., 2024) incorporated decom-

piled pseudo-C as model input and performed task-specific

fine-tuning, demonstrating the feasibility of adapting models

within a representation space that more closely matches prac-

tical RE settings. This evidence suggests that, for binary se-

mantic understanding, the critical factor in fine-tuning is not

the model scale or the fine-tuning paradigm per se, but the

choice of an intermediate representation that faithfully cap-

tures the semantic characteristics—and noise patterns—of the

decompiled code.

3. Implications for practical RE: The results of this study

indicate that, in realistic RE scenarios, directly applying

general-purpose LLMs to stripped binaries—without incor-

porating explicit, structured semantic information—remains

subject to substantial limitations. In contrast, a more practi-

cal and effective approach is to augment decompiled outputs

with realistically recoverable semantic cues, such as imported

API names, string literals, and call-graph structure obtained

via static analysis, and to combine these signals with code-

oriented language models for inference or further adaptation.

These cues provide complementary semantic evidence under

stripped-binary conditions while remaining closer to realistic

deployment settings than oracle symbolic information.

4. Scope and obfuscation: This study focuses on symbol-

stripped but non-obfuscated binaries, with the aim of isolating

the effects of symbol removal and compiler optimizations. In

practical RE, binaries may also undergo advanced obfuscation

transformations that further distort structural and contextual

signals in decompiled code. Unlike symbol stripping, obfus-

cation techniques may deliberately disrupt control-flow regu-

larity and introduce semantically irrelevant transformations.

Systematic evaluation of LLM robustness under obfuscation

scenarios would require dedicated experimental design and con-

trolled obfuscation pipelines. We consider this an important

direction for future work to further enhance the applicability

of the proposed evaluation framework.

5. Potential training data overlap: Potential overlap with

public code repositories remains an important consideration

when evaluating web-scale pretrained LLMs. Since our dataset

is derived from widely used open-source projects on GitHub,

parts of the original source code may have appeared in pretrain-

ing corpora. However, our evaluation inputs are decompiled

pseudocode generated from symbol-stripped binaries rather

than the original source code. The compilation–stripping–

decompilation pipeline removes the original identifiers and sub-

stantially changes the program representation, thereby reduc-

ing direct overlap with source-level training data. Moreover,

the task requires function-level semantic prediction rather than

token reproduction. Nevertheless, potential overlap cannot be

fully excluded, and evaluation of curated unseen corpora re-

mains an important direction for future work.

6 Related works

6.1 Source code-based function name prediction

Early studies on function name prediction primarily rely

on representation learning from high-quality source code, ex-

ploiting rich structural and semantic information such as ab-

stract syntax trees (ASTs), data flow graphs (DFGs), and code

comments. Representative approaches include code2vec (Alon

et al., 2019b) and code2seq (Alon et al., 2019a), which con-

struct code representations from AST paths and generate func-

tion names via attention-based aggregation or sequence decod-

ing, respectively. With the advent of pretraining techniques,

general-purpose models such as PLBART (Ahmad et al., 2021)

and CodeT5 (Wang et al., 2021) have been trained on large-

scale code corpora for code understanding and generation, sub-

stantially enhancing semantic modeling capabilities. Graph-

CodeBERT (Guo et al., 2020) further incorporates DFGs to

capture variable-level semantic dependencies.

While these methods achieve strong performance in

source-code settings, they typically depend on complete syn-

tactic structures and high-level semantic cues. As a result,

they are not directly applicable to binary programs, where

symbols are stripped and compiler optimizations substantially

distort or remove such information.

6.2 Binary code-based function name prediction

Binary functions are composed of low-level structures

such as disassembled instructions, register operations, and

control-flow transfers. They are often affected by symbol strip-

ping, compiler optimizations, and cross-architecture variations,

which make semantic recovery substantially more challenging

(Jin et al., 2022).

Early approaches primarily model binary functions based

on disassembled instruction sequences, e.g., NFRE (Gao et al.,

2021). While such methods enable lightweight semantic learn-

ing, they often fail to capture higher-level structural depen-

dencies and execution semantics. To address this limitation,

subsequent works introduce graph-based representations, par-

ticularly control flow graphs (CFGs) (e.g., Nero (David et al.,

2020)), which provide a more structured view of program ex-

ecution but rely heavily on accurate disassembly and graph

construction. More recent studies further exploit decompiled

pseudocode to bridge the semantic gap between low-level bina-

ries and high-level program logic, e.g., SymGen (Jiang et al.,

2025). Although decompilation enhances semantic expressive-

ness, it inevitably introduces additional noise and errors.

Building upon these representation strategies, recent re-

search has explored Transformer-based architectures tailored

for binary-level semantic modeling. For instance, Kim et al.
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(2023) proposed a Transformer-based function symbol name

inference model based on assembly representations. Sha

et al. (2025) introduced llasm, a hybrid framework that fuses

encoder-only and decoder-only language models for binary

function naming. These approaches highlight the growing

trend of leveraging large-scale pretrained models for binary

semantic understanding.

Overall, these studies provide useful structural and se-

mantic priors for function naming and related tasks. How-

ever, their ability to capture semantic invariance and gener-

alize across different compilers, optimization levels, and ISAs

remains limited.

6.3 LLMs for semantic understanding and down-

stream applications

In recent years, LLMs have demonstrated strong semantic

abstraction and language modeling capabilities in code under-

standing and generation, and have increasingly been explored

for binary analysis and program comprehension. One line

of work leverages LLMs to generate high-level code represen-

tations directly from disassembly or decompilation outputs,

or to improve the readability and compilability of decompiled

code, e.g., LLM4Decompile (Tan et al., 2024), DecLLM (Wong

et al., 2025), and D-LiFT (Zou et al., 2025), thereby validat-

ing the potential of LLMs for semantic abstraction from the

perspective of generation quality. Another line of research

takes a broader security-oriented viewpoint and discusses the

prospects of LLMs in automated analysis, assisted reasoning,

and system integration (Yao et al., 2024; Jaffal et al., 2025; Xu

et al., 2025).

However, many of these studies primarily target genera-

tion quality or functional usability, and their evaluation setups

often involve task-specific designs, additional structural sig-

nals, or model fine-tuning. Under such protocols, performance

gains can be jointly influenced by multiple factors, making it

difficult to disentangle improvements attributable to the intrin-

sic semantic modeling capability of LLMs from those arising

from injected priors or training strategies. This limitation is

particularly salient in practical RE settings, where binaries

frequently exhibit symbol stripping, optimization-induced per-

turbations, and cross-architecture discrepancies. These factors

lead to highly sparse semantic inputs, yet systematic charac-

terization of LLM behaviors under such realistic conditions

remains limited.

Motivated by this gap, this work does not aim to maxi-

mize performance via additional structural information or task-

specific training. Instead, we focus on the evaluation design

itself: under a unified input representation and inference pro-

tocol, we examine to what extent contemporary open-source

LLMs can recover function-level semantics in realistic, semanti-

cally sparse binary settings using only decompiled pseudocode.

To this end, we adopt binary function name prediction as a rep-

resentative task and conduct a systematic analysis along key

factors encountered in real-world RE, including symbol strip-

ping, compiler optimization levels, ISAs, and contextual cues,

thereby delineating the applicability and capability boundaries

of LLMs in this domain.

7 Conclusions

This paper investigates binary function name prediction

as a representative task for function-level semantic recovery in

practical reverse engineering. We develop a systematic evalu-

ation framework that reflects real-world conditions and assess

open-source LLMs across multiple dimensions, including pre-

training domain, input representation, compilation settings,

and contextual information. The results show that, while code-

oriented LLMs generally outperform general-purpose models,

the semantic patterns learned primarily from source-code cor-

pora do not transfer reliably to binary settings, and increasing

the model size does not yield consistent or monotonic perfor-

mance gains.

Overall, code pretraining provides a clear benefit; how-

ever, all evaluated models exhibit substantial performance

degradation under symbol stripping and aggressive compiler

optimizations, indicating that cross-domain transfer from

source-code semantics to binary semantics remains insuffi-

cient. Moreover, the unstable gains from scaling suggest that

the dominant bottlenecks are more likely attributable to de-

compilation noise and missing contextual cues than to model

capacity alone. These findings imply that future improve-

ments in binary semantic recovery will depend less on naïve

scaling or prompt engineering, and more on incorporating

binary-specific contextual modeling and dedicated represen-

tation learning mechanisms.
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